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Like the other 49 States, the 
District of Columbia, Puerto 
Rico, Guam and the U.S. Virgin 
Islands, Louisiana has a data 

breach notification law.1 First enacted in 
2005, the Louisiana Legislature passed 
significant amendments to the law, which 
became effective on Aug. 1, 2018.2 The 
amendments strengthened data protec-
tions for Louisiana residents by, among 
other things, adding affirmative obliga-
tions on businesses to safeguard personal 
information and setting a 60-day deadline 
for giving notice to individuals for most 
breaches. Left unchanged were dead-
lines to report breaches to the Consumer 
Protection Section of the Louisiana 
Attorney General’s Office with regula-
tions authorizing fines for tardy notices 
of up to $5,000 per day.3 Further, while 
Louisiana’s law had already created a 

private right of action for those harmed 
by untimely breach notifications,4 the 
2018 amendments deemed any violation 
of the law to be an unfair trade practice.5 
Yet despite expanded affirmative duties 
and enforcement rights, many businesses 
(including law firms) remain unaware of 
these changes. The one-year anniversary 
of the amendments merits a review first of 
the Louisiana’s breach notification law as 
amended and then a discussion of enforce-
ment of the amended law in the public and 
private sector. 

“Personal Information”

The Louisiana breach notification 
law’s definition of “personal information” 
is limited to certain information for indi-
vidual Louisiana residents that is not en-
crypted or redacted.6 Computerized data 
qualifies as “personal information” if it in-

cludes the Louisiana resident’s last name 
and first name (or first initial) in combina-
tion with one or more of the following:

► Social security number; 
► Driver’s license number or state 

identification card number;
► Account number, credit or debit 

card number, in combination with any 
required security code, access code or 
password that would permit access to an 
individual’s financial account; 

► Passport number; or 
► Biometric data, including finger-

prints and other unique biological charac-
teristics used to authenticate an individu-
al’s identity to access a system or account.7 

The last two categories – passport 
numbers and biometric data – were added 
by the 2018 amendments. These additions 
are consistent with recent changes made to 
other states’ data breach notification laws. 

By Micah J. Fincher and Jessica C. Engler

One Year Later: 
Louisiana’s Database Security Breach Notification Law 2.0



Vol. 67, No. 2    www.lsba.org90Louisiana Bar Journal  August / September 2019 Vol. 67, No. 2    www.lsba.org91Louisiana Bar Journal  August / September 2019

Protecting Personal 
Information

Among the most significant additions 
to the law, the 2018 amendments intro-
duced affirmative obligations to protect 
personal information.8 These obligations 
apply to all persons and legal entities 
that either conduct business in Louisiana 
or own or license computerized data that 
includes Louisiana residents’ personal 
information.9 They must “implement 
and maintain reasonable security pro-
cedures and practices appropriate to the 
nature of the information to protect the 
personal information from unauthorized 
access, destruction, use, modification, or 
disclosure.”10 When disposing of records 
containing personal information, they 
must destroy the records “by shredding, 
erasing, or otherwise modifying the per-
sonal information in the records to make 
it unreadable or undecipherable through 
any means.”11 Both of these requirements 
are one of several “best practices” of data 
management that are now enshrined in 
Louisiana law. They apply regardless of 
whether the person or entity has suffered 
a breach. 

No regulations or official guidance are 
currently available for interpreting these 
new obligations, including what consti-
tutes “reasonable security procedures 
and practices.”12 The Louisiana Attorney 
General’s Office has generally comment-
ed that the interpretation may be informed 
by the Federal Trade Commission’s guid-
ance and jurisprudence from state courts, 
but each complaint made to its office 
would be handled on a case-by-case basis. 

The Trigger: What is a 
“Breach?”

A “breach of the security of the system” 
occurs when the “security, confidentiality, 
or integrity of computerized data” is com-
promised resulting in, or has “a reasonable 
likelihood to result in,” the “unauthorized 
acquisition of and access to personal in-
formation.”13 In other words, for an event 
to constitute a “breach,” it must be rea-
sonably likely that a Louisiana resident’s 
personal information was both acquired 
and accessed without authorization. The 

definition excludes good faith acquisition 
of personal information by a person’s em-
ployee or agent “for the purposes of” the 
employer or principal, but only if the per-
sonal information is not used for, or sub-
ject to, unauthorized disclosure.14 

No Harm Exception

The law includes a safe harbor when 
a breach results in “no reasonable likeli-
hood of harm,” such as when an event 
technically qualifies as a breach but it 
is contained in a manner that makes the 
likelihood of identity theft or other harm 
unlikely. Notice of a breach is not required 
if the person determines after a reason-
able investigation that “there is no rea-
sonable likelihood of harm” to Louisiana 
residents.15 If a person relies on the safe 
harbor, then he/she must retain a copy 
of the determination, in writing and with 
supporting documentation, for five years 
from the date of discovery of the breach.16 
Upon request, they must provide a copy to 
the Louisiana Attorney General.17

Who Gives Notice?

Following discovery of a breach, the 
law requires any person that “owns or 
licenses computerized data that includes 
personal information” to notify Louisiana 
residents “whose personal information 
was, or is reasonably believed to have 
been, acquired by an unauthorized per-
son.”18 If a person who does not own the 
data suffers a breach, then the person must 
give notice of the breach to the owner or 
licensee of the data,19 who in turn must 
notify the affected Louisiana residents.20 
This statutory scheme ensures that af-
fected individuals have a single point of 
contact, i.e., the data owner or licensee, 
regarding the breach. 

Timing of Notice to 
Residents

Louisiana residents have the right to re-
ceive notice of security breaches of com-
puterized data that include their personal 
information.21 The amendments added a 
60-day deadline for most breaches: notice 
must be made “in the most expedient time 

possible and without unreasonable delay 
but not later than 60 days from the discov-
ery of the breach.”22 The law permits de-
lays in giving notice at the request of law 
enforcement or “to determine the scope 
of the breach, prevent further disclosures, 
and restore the reasonable integrity of the 
data system.”23 But if a person relies on ei-
ther of those grounds to delay notice, the 
Louisiana Attorney General must be noti-
fied of the reasons for such delay within 
the 60-day period from discovery of the 
breach.24 If additional time to provide no-
tification is required, the Attorney General 
“shall allow a reasonable extension of 
time.”25 The law does not specify the con-
tents of the notice to residents. 

Form of Notice to Residents

When a person’s system is breached, 
the law provides four ways to notify af-
fected Louisiana residents. First, if the 
person maintains an information security 
policy for the treatment of personal infor-
mation and that policy includes notifica-
tion procedures, then he/she may provide 
notice in accordance with its policy and 
procedures.26 The procedure, of course, 
must otherwise comply with the timing 
requirements of the law,27 but the law does 
not require that the procedure specify the 
medium through which the notice is given 
(e.g., the procedure may permit notice via 
email, telephone, etc.). Second, notice may 
be made by written notification.28 Third, 
the law authorizes electronic notification in 
accordance with the Electronic Signatures 
Act (the ESA).29 Because the ESA requires 
affirmative, informed consent in advance 
of the electronic notice,30 such notice is 
often not a viable option. Fourth, the law 
permits “substitute notification” in cir-
cumstances where other means of notifica-
tion would be burdensome or impossible, 
namely, sufficient contact information is 
not available, the cost of providing other 
means of notice would exceed $100,000, 
or the number of persons to be notified ex-
ceeds 100,000.31 Substitute notice requires 
the person to give notice in three ways: 
by email, if available; by a conspicuous 
posting on the person’s Internet site, if an 
Internet site is maintained; and by major 
statewide media.32 
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Notice to Attorney General

Regulations promulgated by the 
Office of the Attorney General also re-
quire notice to the Attorney General’s 
Consumer Protection Section.33 Under 
the regulations, if notice to “Louisiana 
citizens”34 is required under the law, 
then “within 10 days of distribution” of 
such notice, the Attorney General must 
also receive written notice.35 Failure to 
provide timely notice to the Attorney 
General may result in a fine of up to 
$5,000 per day.36 The written notice to 
the Attorney General must include the 
names of all Louisiana citizens affected 
by the breach and detail the breach of 
the security of the system,37 including 
the date of the breach, the date of dis-
covery of the breach and the date of no-
tice to Louisiana residents. 

Private Enforcement

A person who suffered damages as a 
result of violations of Louisiana’s breach 
notification law may bring a civil action 
against the violator. The law permits 
civil actions “to recover actual damages 
resulting from the failure to disclose in a 
timely manner” that there was “a breach 
of the security system resulting in the 
disclosure of a person’s personal in-
formation.”38 Louisiana’s Unfair Trade 
Practices and Consumer Protection 
Law39 also permits plaintiffs to recover 
“actual damages” for any “unfair or de-
ceptive method, act, or practice declared 
unlawful by” the law.40 In a change that 
expands the grounds for actions by the 
Attorney General and private plaintiffs 
for violations of Louisiana’s breach 
notification law, the 2018 amendments 
provide that a violation of the law “shall 
constitute an unfair act or practice pur-
suant to” Louisiana’s Unfair Trade 
Practices and Consumer Protection 
Law.41 

Exemption for Financial 
Institutions

The law includes a limited safe harbor 
for financial institutions. In 2005, fed-
eral regulators published “Interagency 

Guidance on Response Programs for 
Unauthorized Access to Customer 
Information and Customer Notice.”42 A 
financial institution that is subject to and 
in compliance with such federal inter-
agency guidance, as amended, “shall be 
deemed to be in compliance with” the 
law.43 

Enforcement Update

The 2018 amendments clarified the 
Louisiana Attorney General’s authority 
to hold businesses accountable when 
they violate Louisiana’s breach noti-
fication law. Yet, as of the submission 
date of this article, the Attorney General 
has not used the new law to take ac-
tion against any Louisiana entities. The 
Attorney General’s Office has, however, 
joined with other state attorneys gen-
eral to bring cases involving multi-state 
breaches.44

There has also been limited activity 
in civil litigation. This may be because, 
even in cases involving clear violations 
of breach notification laws, claimants 
have historically had difficulty in prov-
ing the existence of actual damages spe-
cifically caused by such breaches. In past 
cases, Louisiana courts (like many other 
state and federal courts) have required 
data breach claimants to allege a non-
speculative, actual injury to establish 
legal standing.45 Many courts, includ-
ing Louisiana, have held that theft of 
personal information alone, leading to 
merely an increased risk of identity theft 

and subsequent emotional distress, does 
not constitute actual damages.46 And 
because an individual claimant’s infor-
mation may have been compromised in 
multiple breach events, it may be diffi-
cult to prove that any single breach is 
causally linked to any specific instance 
of identity theft. As a result, even if a 
claimant is successful in proving that 
the entity was noncompliant with the 
law’s data management obligations, the 
claim may still ultimately fail if the non-
compliance did not cause the breach. 
Finally, the amended law includes no 
indication from the Legislature that the 
obligations may be applied retroactive-
ly; thus, it is unlikely that breaches or 
noncompliance that occurred prior to 
the effective date can establish a cause 
of action under the amended statute. 

Despite the limited enforcement ac-
tivity to date, we anticipate greater scru-
tiny of Louisiana businesses’ statutory 
obligations to secure personal informa-
tion, before and after breaches occur. 
To the extent that a business has not re-
viewed its data security practices since 
the 2018 amendments became effective, 
undertaking that exercise has become 
a necessary cost of doing business in 
Louisiana. 
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